Teaching business IT ethics
Introduction Wong (1995) argued that, as computers become indispensable in our lives, there is a need to acknowledge the increasing number of ethical issues and dilemmas involving computers, and to ensure that future IT practitioners are taught about computer ethics. However, dissenters from both the academic and business communities have raised serious questions about whether ethics can or should be taught (Trevino and Nelson, 1995) . Trevino and Nelson (1995) argue that higher education courses can do little if a student has not already learned ethics from their family, clergy, school or employer. An opposing viewpoint is put forward by Davis (1999) who argues that professional ethics cannot be learned in most families, religious institutions or primary or secondary schools, but instead must be taught as part of a formal professional education. Whichever viewpoint is taken, however, as a minimum, a basic education in applied ethics can direct the student's attention to the ambiguities and ethically uncertain areas that might be easily overlooked. In this article we discuss an approach to teaching IT ethics that aims to equip students with the knowledge and skills they will require to tackle ethical problems that they may face when applying IT in their future careers. The article demonstrates how the approach to teaching IT ethics described within the article can be integrated and implemented into undergraduate IT courses.
Literature review
A fundamental question regarding teaching professional ethics is can ethics actually be taught? Peppas and Diskin (2001) in a study of the attitudes of university students regarding professional and business ethics concluded that ethics teaching appeared not to promote significant differences in ethical values compared with students who had not been taught ethics. However, Clarkeburn (2002) and Haydon (2000) argued that ethics should be taught because ethics is part of any reflective personal life. Ethical problems arise in all stages of life, they are part of all professions and academic disciplines. Waldmann (2000) stated that because all mature professions have a well-developed code of ethics, this should find its reflection in the educational training of the future professional.
In terms of how to include ethics teaching within the curricula, Krawczyk (1997) described three approaches: specific modules in ethics, including ethical content into modules and discussing ethical issues in seminars when students raised an issue. Krawczyk (1997) concluded that formal lecturing did not appear to stimulate the development of moral judgement; however, student discussion and application of ethical decision making to ethical issues appeared to be more productive. Wright (1995) identified a number of factors that may have an impact on the effectiveness of any medium employed to facilitate the learning of good moral and ethical behaviour. These included appreciation of the manner in which different cultures reason moral issues, the relevance of the ethics examples portrayed to the students, and the effectiveness of group discussions for stimulating ethical reflection.
Ethical problems faced by IT practitioners in IT practice
In the IT industry there may be ethical questions that need to be considered by information systems practitioners, and even though such ethical questions are typically not as frequent or as emotive as for some other professions such as medicine, it is still worthwhile examining them (Morton, 1999; Walsham, 1996) . Koehn (1994) stated that no professional can be trained to perform their duties in situations that may be new and unusual to them. Iivari (1991) commented that ethical decisions are an integral part of the systems development process. However, when discussing IT ethics it should be realized that any such discussion involves something
of a paradox. From one perspective, ethics is a very subjective personal matter concerning individual conscience. From another perspective, however, ethics is a social matter, concerning the obligations of individuals to others, a set of shared expectations about each other, and the world we share (Vickers, 1983) .
Range of individuals/organizations potentially affected by the actions of an IT practitioner Nelkin (1997) stated that information technology has in many ways intruded on privacy, threatened civil liberties and impinged on many rights. The advent of the Internet and the World Wide Web and the reduction in the costs of home computer ownership have enabled a far greater proportion of the population to have access to IT facilities. However, this access has brought with it certain ethical considerations. For example, the issue of censorship for the protection of the majority versus freedom of expression for the minority that might find more extreme website material acceptable requires careful ethical consideration, backed up by appropriate legislation.
IT practitioners' responsibilities to employers, professional bodies and law enforcement bodies IT projects which install or amend computer systems in a manner that causes the operators to spend long periods utilizing the keyboard and screen have been proven in some cases to cause long-term illness for the system operators. In the UK, employing organizations should follow legally binding display regulations, which are part of office health and safety practice; however, infringements can easily lead to ethical problems. Ethical considerations may also arise with regard to computer contracts and intellectual property rights when conflicts may arise between the parties involved in IT projects that include these issues (Bott et al., 1995) . The whole issue of processing individuals' data in IT facilities has a number of ethical considerations attached (Wong, 1995) . The large number of ethical concerns surrounding the use of personal data in IT facilities has prompted many countries around the world to develop data protection legislation, for example, the UK Data Protection Acts of 1994 and 1998.
Societal and cultural perspectives on ethical behaviour related to IT
In some organizations, political and religious beliefs may cause ethical problems for IT practitioners. For example, civil service IT staff might be T A Y L O R E T A L . : T E A C H I N G B U S I N E S S I T E T H I C S politically opposed to welfare reforms, and yet will be required to participate on IT projects to implement such legislative changes. The global nature of the World Wide Web brings with it different societal and cultural ethical perspectives on what may be morally acceptable it terms of website material -for example, what might be considered pornography by one individual might be considered perfectly acceptable by another individual. The World Wide Web has also increased the possibility of individuals gaining access to organizations' IT systems in an unauthorized manner, commonly known as hacking (Cardinali, 1995) . From one perspective, hacking would always be considered wrong. However, from a different perspective if the hacker uncovered wrongdoing by an organization and exposed it to the public, hacking might be viewed as more acceptable in such circumstances (Furnell et al., 1999) .
Perspectives on IT ethics
There are two main perspectives on IT ethics in practice. These are the deontological perspective, which views a given action as being right or wrong, irrespective of the circumstances, and the consequentialist perspective, which views the results of a given action or set of actions as more important than the actions themselves. In actual IT practice this generally equates to attempting to define right and wrong actions in an IT context (a deontological approach) or assessing the consequences of a given action in terms of the effects on others and the IT practitioner in question (a consequentialist approach). Trevino and Nelson (1995) commented that some of the controversy about whether ethics can or should be taught may stem from a disagreement about what is meant by ethics. If ethics is viewed as a highly subjective personal and relative thing, then teaching it may pose difficulties, in terms of the teacher attempting to anticipate and relate to the multitude of viewpoints that may exist in the student body being taught. Pring (1992) and Spence (2000) commented upon the educational significance of cultural differences within a given student group. The approach to teaching IT ethics discussed in this article seeks to engender in students a propensity to take moral issues into account, and to reason about them in a rational and informed manner. In this way when the students face moral dilemmas in an IT context they should be in a position to articulate their responses.
Can IT ethics be taught?
In order to enable students to identify, analyse and formalize strategies for dealing with moral dilemmas, it is necessary to equip them with techniques
for doing so. Although different ethical theories may be mutually inconsistent, it is important to make students aware of the different perspectives that constitute ethical theory. The aim is not to encourage students to pick and choose between alternative ethical theories, but rather to be aware of the diversity of ethical perspectives that can exist in relation to a given moral situation, and armed with an awareness of these different perspectives to reason about a given situation in a rational and informed manner. Presenting a deontological perspective of professional ethics can allow the students to assimilate the 'rules' for providing ethical guidance found in the codes of practice and conduct for professional IT bodies, and within some information systems methodologies. This can assist in student socialization into professional norms, can increase student awareness of the nature of the IT profession and increase the student's ability to reason from professional standards to practical applications.
However, any set of rules can only provide limited guidance for an IT practitioner faced with all the possible ethical dilemmas that can occur in professional IT practice. Hence, students need to be made aware of the consequentialist perspective of professional IT ethics, in order to make them aware of the way in which their actions as an IT practitioner will affect others, and to decide what is 'ethical' in this light. The consequentialist perspective of IT ethics can aid the student in recognizing their role and responsibilities as a future IT practitioner, enhance their ability to anticipate ethical issues in IT projects, and help them to solve ethical problems by analysing the ethical dilemmas in which they may find themselves in the future. By presenting the diversity of ethical perspectives, the student can be taught that ethical guidelines can only provide a framework for assisting in potentially solving ethical dilemmas by having a set of prescribed 'moral' actions. However, because each ethical situation will have its own specific circumstances, the student needs to be able to analyse the consequences of, and thereby 'morally' choose the appropriate actions. It is also important when teaching IT ethics to make students aware of the practical realities of being an 'ethical IT practitioner '. Trevino and Nelson (1995) and Qusquas and Kleiner (2001) commented that a career can be irrevocably damaged by mishandling an ethical issue. Moynihan (1993) noted that for an individual IT practitioner in a situation in which the organization or department adopts unethical practices, the easiest answer is to resign and find a job with a more ethical employer. In practical teaching terms, when teaching IT ethics it is necessary to present more than just ethical theory to the IT undergraduate. Without examples, case studies and exercises for the students to undertake, teaching IT ethics can be a fruitless exercise unless the student develops the capability to apply what they have learned to ethical situations similar to those that they may meet in their future IT careers.
It may be difficult to teach an IT undergraduate how to actively consider all the ethical considerations of the variety of IT work they may undertake in their future IT career. As we illustrate later, one aspect of teaching IT ethics is therefore to teach the 'rules' which may be available to them in the form of practitioner 'rules' and information systems methodologies that can provide guidance when faced with ethical decisions. Beauchamp and Bowie (1993) argue that professional standards have a role to play in business ethics by defining the obligations to others and expected conduct that should hold in the customary practices of a professional community. The main IT professional body representing UK IT practitioners is the British Computer Society, which promotes codes of practice and conduct among its members (British Computer Society, 1991 , 1999 . In the UK basic human rights are defined in the Human Rights Act 1998. Other professional bodies that have significant influence for UK IT practitioners are the Institute of Electrical and Electronic Engineers (IEEE) and the Association for Computer Machinery (ACM). The IEEE promotes a code of ethics for its members that is more explicit than the codes of conduct and practice promoted by the BCS. In particular in the IEEE code of ethics (IEEE, 1997) promotes:
1. The avoidance of real or perceived conflicts of interest whenever possible, and disclosing them to affected parties when they do exist. 2. Improving the understanding of technology, its appropriate application, and its potential consequences. 3. The fair treatment of all persons regardless of such factors as race, religion, gender, disability, age or national origin.
In addition, the IEEE has an ethics committee which regularly publishes articles on problems or questions relating to ethical practice for its members (Elden, 1996; Unger, 1995) .
The ACM also promotes a code of ethics for its members (Anderson et al., 1993) that includes:
1. To contribute to society and human well-being. 2. To manage personnel and resources to design and build information systems that enhance the quality of working life. 3. To articulate and support policies that protect the dignity of users and others affected by a computing system.
When teaching the deontological perspective of IT ethics, students need to be made aware of the shortcomings of using professional codes as a source of ethical guidance. As Van Den Hoven (1997) points out, professional codes may provide contradictory ethical guidance. Johnson and Nissenbaum (1995) 
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can best be answered by thoughtful consideration of fundamental principles, rather than reliance on detailed regulations. Teaching information systems methodologies that include ethical considerations is another means of providing IT undergraduates with a set of 'rules' for ethical guidance which they may use in their future IT careers, for example, ETHICS (Mumford, 1983). However, Mankin et al. (1997) stated that in IT projects not all stakeholders are allowed to participate in every decision. Furthermore Beirne et al. (1998) identified that in some organizations users may be actively discouraged from participatory design.
In practical teaching terms, IT undergraduates can be given case studies where they would need to identify the ethical dilemmas present and apply the professional code or information systems methodology to help to solve the ethical dilemma. Chryssides and Kaler (1993) argue that ethics is an inescapable part of business activities, and that business decisions are as much constrained by the ethical environment as by the legal, political or economic social structure. Normative ethics theory (Singer, 1991) can be used to teach the different categories of consequentialist ethics to IT undergraduates, in order for them to appreciate the sometimes complex consequences of decisions they might make as a practising IT professional. The personal needs of the IT practitioner can be taught as being within the individual consequentialist category. In practical teaching terms, the students could be presented with case studies such as 'blowing the whistle' on the employer, for example, revealing malpractice to the authorities or the public (Vinten, 1995). The Public Interest Disclosure Act 1998 (Cain, 2000) has introduced some partial legal protection for employees in this situation.
Ethical considerations relating to users and the organization can be taught within the group consequentialist category, whereby the basis for making a decision is that the outcome should result in the maximum good for a particular group. Case studies in which the users of a new IT system may be adversely affected by that can be presented to students, to assist in enabling them to see the consequences of their actions upon the users, and help them to develop their own strategies for how they could deal with such situations in an ethical manner in their future IT careers. Ethical considerations of IT projects relating to society at large can be taught within the utilitarian ethic, that is, within a consequentialist ethical perspective, actions should be taken that maximize the good for the entire society. Utilitarianism advocates that the results of actions are the key to their moral evaluation, and that those results should be assessed and compared in terms of the impact on people's well-being (Shaw, 1999) . Friedman and Kahn (1997) commented that societal interest in computing most often arises in response to harmful consequences that can result from computing. In
T A Y L O R E T A L . : T E A C H I N G B U S I N E S S I T E T H I C S
practical teaching terms, case studies that examine the potential harm that IT systems can do to wider society, such as the London Ambulance Service failure, can be used to enable students to examine how their actions may potentially affect those outside the organization in wider society, and to help them to analyse and assess how they should deal with the ethical problems that such situations may generate.
Teaching IT ethics in practice
Within the university for which the authors work, IT ethics is included as a topic within both first-and second-year modules that are core modules for a number of IT programmes of study. In this section, we discuss how the approach to teaching IT ethics that we outlined earlier in the article was implemented into the teaching of the modules concerned, and integrated within the relevant programmes of study. The inclusion of an ethics topic in core modules was intended to achieve an insight for students on given programmes of study into the ethical situations that they may face in future IT-related careers, and to engender in students a propensity to take moral issues into account and to reason about them in a rational and informed manner. Programme staff within the authors' department considered a full core module on IT ethics as being unnecessary. Creating an optional module covering IT ethics would imply that some students might not be taught IT ethics. Including IT ethics in core modules was generally viewed by programme staff as a pragmatic compromise. The aims and objectives of the IT ethics sessions were:
• to develop the students' awareness of IT related ethical situations; • to provide students with appropriate mechanisms to analyse ethical situations in an IT context; • to encourage students to take ethical considerations into account; • to encourage students to reason ethical situations in a rational and informed manner.
The intended learning outcomes of the IT ethics sessions were:
• ability to identify ethical dilemmas in an IT context; • ability to apply ethical theories to analyse ethical situations in an IT context; • willingness to consider the ethical implications of IT usage; • ability to reason ethical situations.
The teaching, learning and assessment strategy adopted in actual practice was to engage students in ethical decision making in an IT context. Student learning was to be achieved via:
• presentation of theoretical ethics in order to equip the students with a framework for identification, analysis and resolution of ethical dilemmas; • presentation of examples of typical ethical situations in an IT setting; • provision of IT ethical scenarios for discussion and debate in order to encourage the students to take account of moral issues in a given situation and reason about them in a rational and informed manner via appreciation of the diversity of theoretical ethical perspectives.
The assessment strategy involved providing students with the opportunity to assess their understanding of the material via tutorial questions covering IT ethical scenarios, involving discussion and debate of such between themselves and with tutors. The formal assessment was to be achieved via examination questions involving analysis of IT ethical scenarios and discussion of ethical theories. The implementation into actual teaching practice of the approach to teaching IT ethics described earlier was as given below.
First, the students were introduced to the concept of ethics in general with examples drawn from a variety of spheres of activity such as medicine and military combat. A definition of ethics was then provided. Next, the students were introduced to the nature of ethics in IT professional practice, for example, the technological trends that have brought ethical issues to the fore, the legislation potentially relevant to IT ethics such as the UK Data Protection Act 1998, and the codes of conduct and codes of ethics of professional bodies such as the British Computer Society (BCS) and the Institute of Electrical and Electronic Engineers (IEEE). The students were then given a number of different examples of the social impact of information systems and the types of ethical dilemma that may arise in the course of IT work, for example, staff being made redundant due to IT systems being introduced. The next stage was to outline the two main perspectives of ethical decision making in professional IT practice, the deontological perspective (i.e. to use 'moral' rules and guidelines) and the consequentialist perspective (i.e. to examine the consequences of different courses of action). The advantages and disadvantages of each perspective were then discussed, and the manner in which these two perspectives can be combined was taught. Trezise (1996) stated the need for teaching both ethical theories and the major ethical issues confronting organizations and the individuals within them.
The students were then provided with a framework for aiding them in applying the ethical theory that they had learnt. The framework consisted of the following stages:
• identify and describe the facts clearly -find out who did what to whom, when and where. Appreciate the importance of getting all parties to agree to the 'facts';
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• define the conflict or dilemma and identify the higher order values involved. Parties to a dispute may all claim to be pursuing higher values, for example freedom, privacy, protection of property; • identify all the stakeholders. It is necessary to determine who has a vested interest in the outcome and what they want from the situation; • identify the options that can reasonably be taken. Some option may not satisfy all stakeholders involved either directly or indirectly in the situation, and hence negotiation may well be required; • identify the potential consequences of the options. Some options may appear ethically acceptable to some parties in the situation but may have disastrous consequences for other parties.
The most important aspect of implementing the approach to teaching IT ethics described in this article was, however, to generate appropriate student-centred exercises in order for the students to understand how to address ethical dilemmas in practice, and for them and the lecturer to assess their understanding of the material taught and its application to professional IT practice. Exercises were used to demonstrate how to assess ethical problems from both a deontological and a consequentialist perspective. Clarkeburn (2002) advocated the use of student-centred teaching methods involving student participation in ethical dilemmas for ethics teaching. Greenwood (2000) and Holland (1999) stated that the case study method is well suited to teaching ethics. Other exercises were used to demonstrate how to integrate the two perspectives. For example, assume that you are a network manager who is to implement software that will monitor the Internet and e-mail usage of staff within the company. A deontological stance may involve considerations such as possibly contravening the Human Rights Act (with respect to the individual's right to privacy), which may conflict with a stated company policy regarding computer usage for personal activities. However, by integrating this with a consequentialist perspective, the student can begin to assess the consequences of adopting either the human rights viewpoint or the company policy viewpoint. In general, the student response to the aforementioned exercises was quite positive. Typically, there was much lively discussion and debate concerning the ethical issues contained in the tutorial scenario-based exercises. In particular, students appeared to be engaged by topical IT ethical examples.
Conclusion
In this article we have discussed the difficulties of teaching IT ethics to IT undergraduate students, and have outlined a professional approach for such teaching. The deontological perspective of IT ethics can equip students with
the knowledge and skills to apply professional codes and appropriate information systems methodologies to assist in solving ethical problems they may encounter in their future careers. The consequentialist perspective of IT ethics can enable IT students to analyse their future actions as IT practitioners on a wider basis and decide for themselves how to solve ethical problems they may encounter. Consideration of both these perspectives of IT ethics is appropriate in order to fully analyse the ethical dimensions of a situation and respond in an appropriately professional and sociably responsible manner. 
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